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Abstract

Background and Aims: Technological advancement has dramatically improved service quality in
the logistics industry. However, it has also increased cybersecurity risks, particularly through social
engineering techniques. This research aimed to (1) study and analyze factors affecting the success
of social engineering attacks in logistics systems, (2) develop a predictive model for attack success,
and (3) propose guidelines for prevention and risk reduction.

Methodology: This quantitative research studied a population of 2,850,000 employees in Thai
logistics organizations. A sample size of 400 was determined using Yamane's formula with simple
random sampling. Data was collected through an online questionnaire with an I0C value of 0.89
and a reliability coefficient of 0.855. Data analysis employed descriptive statistics and the Chi-
square test for hypothesis testing.

Results: (1) All three factors showed high importance levels, with human factors scoring highest,
followed by technical factors, and organizational factors. (2) The predictive model explained
52.6% of attack success variance, with human factors showing the strongest influence (B =0.398).
(3) The most important preventive measures in each aspect were cybersecurity training, intrusion
detection system implementation, and clear security policy establishment.

Conclusion: Human factors are most critical to social engineering attack success. Organizations
should prioritize personnel development alongside technical system improvement and security
culture establishment.
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